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ABSTRACT

As the threat of Distributed Denial-of-Service attacks that exploit weakly secure IoT devices has spread,
research on source-side Denial-of-Service attack detection is being activated to quickly detect the attack and the
location of attacker. In addition, a collaborative source-side attack detection technique that shares detection results
of source-side networks located at individual sites is also being activated to overcome regional limitations of
source-side detection. In this paper, we evaluate the performance of a collaborative source-side DDoS attack
detection using statistical weights. The statistical weight is calculated based on the detection rate and false
positive rate corresponding to the time zone of the individual source-side network. By calculating weighted sum
of the source-side DoS attack detection results from various sites, the proposed method determines whether a
DDoS attack happens. As a result of the experiment based on actual DNS request to traffic, it was confirmed

that the proposed technique reduces false positive rate 2% while maintaining a high attack detection rate.
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